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Law Firms Navigate Unrelenting Challenges of 
Lateral Movement, Cyber Threats, AI Risks and 
Fraud 

Ames & Gough 2024 LPLI Claims Survey

I.  Introduction & Overview
As the U.S. economy continues its recovery from the lingering effects of the 
economic slowdown, law firms still face a steady stream of large claim payouts. 
On the plus side, the frequency of legal malpractice claims has not risen over 
the last several years. Meanwhile, the overall claims severity and the number of 
large claim payouts persists.

The prospect of a large malpractice claim poses not only the prospect of hefty 
claim payouts but also potential negative reputation harm for law firms. Many 
firms have been motivated to settle large claims early in an effort to mitigate 
ever-increasing costs associated with defending claims. In many cases, the 
cost of defending a claim through trial will exceed the amount paid to settle 
early. The billing rates for defense attorneys, coupled with administrative and 
discovery fees continue to rise, making the prospect of defending a lawsuit even 
more expensive and the early settlement of claims an attractive option.  

As with our prior surveys, the 14th annual Ames & Gough Legal Malpractice 
Claims study underscores our commitment to keep clients informed of insurance 
market conditions and the key developments shaping how insurers perceive 
their risks. We hope the findings will provide law firms around the globe 
with information and insights to help them identify the sources of potentially 
significant claims and manage their professional liability exposure. The survey 
looks at the volume of claims insurers are experiencing, as well as trends with 
respect to larger claims. It identifies the types of issues that are most likely to 
be the cause of malpractice claims and issues keeping insurers up at night, such 
as lateral hires; remote work; cyber and AI exposures; and fraud perils. 

Thirteen of the leading insurance companies that write Lawyers’ Professional 
Liability coverage participated in this year’s survey including ARGO, Ascot, AXA 
XL, Berkley Select, Brit, CNA, Crum & Forster, Liberty, Markel, QBE, Sompo, 
Swiss Re Corporate Solutions and Travelers. Together, they provide insurance 
for more than 80 percent of the AM Law 250 firms. We are grateful for their 
participation in our study and are pleased to present the findings in this report.

II.  Survey Findings
1) For the fourth year in a row, claims frequency remained flat in 2023.

Six of the 13 insurers surveyed experienced claims frequency in 2023 that was 
similar to 2022. Five insurers saw claims frequency rise last year with four of 
the five indicating it rose by less than 10 percent. Meanwhile, two of the 13 
insurers polled saw claims frequency decrease in 2023.

Washington, D.C. (Headquarters)
8300 Greensboro Drive
Suite 980
McLean, Virginia
22102-3616
Phone: (703) 827-2277
Fax: (703) 827-2279

Boston
859 Willard Street
Suite 320
Quincy, Massachusetts
02169-7469
Phone: (617) 328-6555
Fax: (617) 328-6888

Charlotte
6825 Huntfield Drive
Charlotte, North Carolina 28270
Phone: (703) 827-2277
Fax: (703) 827-2279

Orlando
111 North Orange Ave.
Suite 800 
Orlando, Florida 32801 
Phone (202) 680-4507 
Fax: (703) 827-2279

Philadelphia
1781 Hunters Circle
West Chester, Pennsylvania
19380-6643
Phone: (610) 547-0663
Fax: (703) 827-2279

AMES & GOUGH



• 2 •

2) Legal malpractice claim severity is at an all-time high.

Anecdotally, there are close to 10 claims with settlements exceeding nine 
figures between 2020 and 2024. Social inflation, generally defined as a rise 
in claims costs beyond economic inflation, is contributing to the risk of large 
claim payouts according to nine of the 13 insurer participants. Of those nine, 
four stated growing awards from sympathetic juries was the main driver behind 
social inflation. Two stated it was a fear of trial leading to larger settlements. 
The other three stated it was mostly driven by either an aggressive plaintiffs’ 
bar; third-party litigation funding; or corporate clients shifting the blame for bad 
decisions to their lawyers.  

By the same token, when asked if there was a particular trend they saw in the 
largest claim payouts, the insurers’ responses were fairly consistent. Most put 
an emphasis on two main types of errors that create the largest claim payouts: 
conflicts and drafting/scrivener errors. 

Claims with reserves over $500,000: As one indication of how insurers are 
grappling with claim severity, all 13 insurers polled had claims reserved over 
$500,000 (combined indemnity and defense costs). Seven had 21 or more 
claims reserved above this amount; five had between 11-20 claims reserved 
over $500,000; and one had between 6-10 claims reserved over $500,000.

Claims paid over $100 million: Eleven of the 13 insurers (85 percent) have 
participated in a claim payout in excess of $100 million in the last two years. 
More significantly, the same number have paid more than two claims over $100 
million. 

Claims paid over $150 million: Five of the 13 insurers (38 percent) have paid 
a claim between $150 million and $300 million. 

Claims paid over $300 million: Four of the 13 insurers (30 percent) have 
paid a claim over $300 million.	
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Nearly 73 percent of the insurers surveyed indicated the number of claims filed in 2018 
was either the same as or higher than in 2017; only 36 percent reported fewer claims 
filed. Moreover, of the four insurers that experienced an increase in the number of claims 
filed, two saw claims increase by 21 percent or more, one, by 6-10 percent and the other 
by less than 5 percent.  
 

 

2) The severity of legal malpractice claims persists, with most insurers seeing 
individual claim payouts exceeding $150 million or more.  

Without a doubt, the number of claims resulting in larger multimillion dollar payouts – 
and the amount of those payouts – has surged year over year. Indeed, 2018 is the first 
year ever that the majority of insurers saw a claim payout of over $150 million. 

As noted, the greater complexity of matters coupled with the higher costs to defend 
claims (inclusive of rising attorneys’ fees and e-discovery costs) have fueled some of the 
increase in claim severity. The potentially substantial cost of malpractice claims 
underscores the need for law firms to give careful consideration to the professional 
liability insurance limits they purchase.  
Claims with reserves over $500,000: All the insurers surveyed had claims with 
reserves over $500,000. Eight had 21 or more matters with reserves over $500,000 
(combined indemnity and defense costs); the other three polled had between 6 - 20 
claims reserved over $500,000.  

Claims paid over $20 million: Nine of the 11 insurers polled participated in a claim 
payout of $20 million or more during 2018. 

Claims paid over $150 million: More significantly, seven of the 11 insurers have 
participated in a claim payout in excess of $150 million. Furthermore, there have 
reportedly been at least two settlements above $250 million. 

3) Largest number of claims still stems from four key practice areas: Business 
Transactions, Trust and Estates, Corporate & Securities, and Real Estate.  

Business Transactions: The practice groups in a transactional department may include 
merger and acquisition work, securities, contract construction and negotiation, private 
equity, and real estate deals. Transactional attorneys provide advice on how to structure 
a business, evaluate new ventures, and buy or sell a business. They are also involved in 
financing activities and must coordinate with other specialists, such as tax lawyers, 
employee benefits lawyers and real estate attorneys (who are all transactional lawyers), 
to serve the sophisticated needs of their corporate clients.  

Business transactions matters are a leading generator of significant lawyer liability 
claims. These claims are almost always made after the transaction is concluded, when 
hindsight is perfect.  
 

Lawyers’ Professional Liability Claims: Annual Changes in  
Frequency vs. Prior Year (2011 – 2023) 
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compare current year claims frequency to prior year frequency. Beginning with the 2013 
survey, respondents were asked to compare immediate prior year frequency to that of the 
year before. ©2024 Ames & Gough. All Rights Reserved
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3) The largest number of claims stem from the same key practice 
areas as they have in the past several years: Trust & Estate, Business 
Transactions and Corporate & Securities.

Trust & Estate, Business Transactions, and Corporate & Securities have seen 
the most claims for the last several years. However, this year there is continued 
growth in Insurance Defense and Personal Injury Plaintiff’s work. 

Increasingly, insurance companies are holding defense counsel accountable 
for legal malpractice where they have breached the standard of care. It is 
imperative that defense lawyers have sound risk management practices in 
place. Defense firms should know and adhere to the outside counsel guidelines 
they have agreed upon with the insurance companies that hire them. Most 
importantly, they should use clear and frequent communication with both the 
insurers and the insured clients that are relying on their advice. 

Effective communication starts with a well-crated engagement agreement letter 
signed by all the parties. The engagement agreement should provide details on 
whom the lawyer represents and whom they do not; the scope of the intended 
representation (what work the lawyer will be doing for the client and what work 
they will not be doing for the client); any fee arrangements; how the files will 
be handled; and expectations on communication and cooperation between the 
client, the firm and the attorney. 

Effective communication also involves consulting with clients and the insurers 
about how they will accomplish their legal goals. Lawyers should not permit a 
client’s expectations to become unrealistic or out of control. This means they 
need to realistically evaluate the client’s matter for its strengths, weaknesses 
and likely outcome, and communicate their evaluation to the client both verbally 
and in writing.

Effective communication requires responding to the client and insurers’ 
requests for information. Blind copy the client on every substantive piece of 
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Allegations in a legal malpractice claim often include simple scrivener errors, inadequate 
representation, breach of fiduciary duty, and conflicts of interest. These claims may 
involve situations where the attorney overlooked a significant detail or issue in a 
transaction; didn’t raise the matter as significant with the client; failed to advise the 
client about the disadvantages of the transaction or implications of the issue; or failed to 
adequately outline from the beginning whom they did or didn’t represent.  

Avoiding business transactions claims requires the requisite expertise and time, as well 
as significant attention to detail. Under pressure to complete deals in compressed 
timeframes, business transactions lawyers often lack the bandwidth or time to recognize 
some inherent risks of the deal. Even when attorneys do have sufficient time, the client’s 
business dealings may be dicey or complex and the lawyer may simply not understand 
the underlying nature of the deal itself, making the representation inherently risky.   

Despite the duty to provide competent representation as stipulated in ABA Rule 1.1, 
many attorneys handling business transaction matters often wander outside their area of 
expertise. In transactional work, certain elements may appear quite different as the 
matter progresses. Veering outside the scope of the engagement can quickly lead to 
malpractice claims. When an attorney is hired for one task on a complex deal, but ends 
up providing input or advice on other aspects of the deal that is outside his or her area of 
expertise, it often can lead to an error or omission.  

To avoid “scope creep,” the engagement agreement should clearly define the role of the 
attorney for a particular matter – and the attorney should stick to that role. (The conflicts 
check should also align with the description of the work.) Avoid resistance by attorneys 
at your firm to re-evaluate the engagement agreement, as it’s important to spot where 
you may be getting into areas outside the scope of the agreement and to continuously 
document in writing the aspects of the matter you are working on. By maintaining a clear 
delineation of what work a lawyer has – and has not – agreed to perform, a lawyer can 
mitigate the risk of subsequently being sued for performing legal services he or she was 
not qualified to render. 
 

 
 

Trust & Estates: Another significant trend in legal professional liability involves the 
increase in claims against lawyers performing estate, trust, and probate work. The “Baby 
Boomer” generation is retiring in greater numbers with a concomitant number of heirs 
and beneficiaries disputing over estates. This all leads to a contemporaneous rise in 
claims against attorneys who mis-draft estate planning documents, fail to appreciate 
various tax consequences, err in the representation of their clients during litigation, 
and/or fail to act in an acceptable fiduciary capacity over estates and trusts. 
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correspondence or court filing. The default position should be that the client 
receives a copy of whatever leaves the office.

Communicating early and often is still a foundational skill for attorneys, from 
the first phone call to the disengagement letter. Each interaction with a client 
and the insurer will not only help build a better relationship with the client and 
move the case forward, but it also will help prevent legal malpractice claims.
 
4) Year over year, conflict of interest remains the most common legal 
malpractice error.

Conflicts remain the number one cause of legal malpractice claims.  What is it 
about a conflict of interest that makes it so likely to lead to a legal malpractice 
claim? The answer is simple. Loyalty and independence of judgment are 
essential to the effective representation of a client. They are fundamental to 
the health of the lawyer/client relationship. A conflict of interest may make it 
impossible to exercise the essentials of loyalty and judgment.

In fact, conflicts of interest produce a disquieting number of legal malpractice 
claims as well as ethics complaints and law firm disqualifications, despite 
the fact that most firms now have practices and procedures in place to avoid 
them. The consequences of a conflict of interest are also serious. If your firm 
is sued for a conflict, it will also be sued for breach of fiduciary duty (violating 
your ethical duty to your client) as well as for negligence. 

Furthermore, a legal malpractice action that includes a conflict of interest is 
much more difficult to defend. Yet, many attorneys continue to ignore these 
warnings and insist that conflicts of interest are not a problem within their 
respective practices or ignore the protocols their firms have implemented to 
avoid conflicts. This is true despite the fact that the vast majority of conflicts 
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Some of the uptick in legal malpractice claims against trust and estate attorneys stems 
from an increase in claims by non-client beneficiaries. In many jurisdictions, attorneys 
may no longer be insulated by strict privity requirements. Notably, levels of protection 
for trust and estate attorneys differ by jurisdiction: Some states follow a strict privity rule 
and do not allow malpractice lawsuits by non-client beneficiaries, provided the lawyer 
has not acted outside the scope of the attorney-client relationship. Other states permit 
an estate’s executor or administrator to assert a malpractice claim against the attorney. 
Still others outright allow non-client beneficiaries to sue trust and estate attorneys on the 
basis that they have a duty of care to non-client beneficiaries.   

Although there is no way to completely eliminate exposure to these types of claims, 
taking considered steps to be more careful and communicative can prevent a trust and 
estate practitioner from becoming another malpractice statistic. Effective communication 
starts with the retainer agreement or engagement letter (outlining whom the attorney 
does and does not represent and who can speak for the client) and continues throughout 
the representation until its termination. 

In addition to improvements in attorney-client communications, trust and estate 
practitioners can further curtail their exposure to potential liability by: conducting 
thorough investigation and discovery; making routine use of diaries and calendars for all 
meaningful dates and deadlines; and maintaining and using a thorough conflict check 
system in their practice to help avoid claims arising from potential conflicts of interest. 

4) Conflicts of interest continues as most frequent malpractice error.  

In each year the survey has been conducted, insurers were asked to identify the first and 
second most common alleged malpractice errors they are seeing. Year after year, the 
insurers have cited conflict of interest (including perceived conflicts of interest) as the 
most common alleged legal malpractice error. This year, seven of the 11 insurers 
surveyed cite conflicts either as the first or second leading cause of legal malpractice 
claims.  

Juries do not like conflicts of interest (real or perceived), regardless of how they happen. 
Even the appearance of a conflict of interest can, and often does, result in some of the 
largest legal malpractice verdicts. Conflicts are especially problematic today as increasing 
numbers of law firms seize opportunities for growth and expansion either through 
mergers or by bringing in lateral hires.  

There are times when a lawyer who changed firms can contaminate the new firm with 
what he or she learned at the old firm. Remember that Rule 1.10 provides ways for 
screening conflicted attorneys so that your firm won’t have a conflict. However, you need 
to know potential conflicts early so that you can take adequate measures. If you are 
unsure of how to properly screen a lawyer, contact an attorney who specializes in 
professional responsibility. 

Because actions alleging a breach of the duty of loyalty result in stiff penalties for 
attorneys and law firms, there is no good substitute for clear conflict of interest 
identification procedures and effective protocols for documenting the resolution of 
identified conflicts. Today, more firms are centralizing their conflicts of interest screening 
and managing the client intake process to get better control over this exposure. Even so, 
firms still need to do a better job of training their legal professionals on conflicts.  

If a conflict arises during a representation, the attorney should immediately provide full 
disclosure of the conflict and evaluate steps to minimize the harm to the client. The 
attorney should ensure the client’s interest is preserved while the issue is resolved 
and/or new counsel is engaged. 

5) Cyber claims made under Lawyers’ Professional Liability policies remain flat 
as more law firms purchase stand-alone cyber-liability insurance. 

Nearly half (five of 11) of the insurers have seen a malpractice claim resulting from a 
data security breach. Most of these claims were the result of either a stolen laptop; an 
employee error (e.g., social engineering); or a hacker. This finding is consistent with 
survey results of prior years. To help your firm protect its data, consider the following:  

• Anticipate. Catalog all confidential data owned or maintained by the firm and 
ensure that proper security procedures are in place for keeping it safe. Conduct 
ongoing risk assessments, invest in state-of-the-art security measures, and 
consider hiring “ethical hackers” to test data security.  
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facing law firms are fairly straightforward. Most conflicts can be avoided by 
following the three key ABA Model Rules regarding conflicts. 

ABA Model Rule 1.7: A lawyer cannot be adverse to a current/existing 
client. “A conflict of interest exists if: (1) the representation of one client 
will be directly adverse to another client; or (2) there is a significant risk 
that the representation of [a client] will be materially limited by the lawyer’s 
responsibilities to another client, a former client or a third person or by a 
personal interest of the lawyer.”  

Firms must keep in mind that this rule applies even if the matters have 
nothing to do with one another. Rule 1.7 also specifically addresses conflicts 
of interest created through simultaneous, adverse representation of multiple 
clients, whether jointly in the same proceeding or separately in different 
proceedings. 

Adverse Interests Rule 1.7(a)(1) prohibits the simultaneous representation of 
clients whose interests are directly adverse. All simultaneous, directly adverse 
interest conflicts are not necessarily as obvious. Attorneys must examine 
whether the clients’ interests are, in fact, directly adverse; and if interests are 
directly adverse, is there nevertheless a reasonable belief that representation 
of one client will not adversely affect the attorney-client relationship with the 
other client.

ABA Model Rule 1.8: A lawyer is prohibited from self-dealing behavior, 
which can be construed as a conflict. In other words, in order to preserve 
the quality of the representation and loyalty to the client, a lawyer must not 
have any involvement with a client other than in their role as a legal advisor. 
Examples of “self-dealing” might include investment in a client-involved 
business; making loans to a client; accepting stock in lieu of fees; or initialing 
a sale of property or a purchase of property with a client. 

ABA Model Rule 1.9: A lawyer cannot be adverse to a former client 
(in the same or in a substantially related matter). The primary goal of Rule 
1.9’s prohibition is to preserve client confidentiality.  Therefore, the test is 
generally whether the lawyer/law firm possesses information gained from the 
prior relationship that might be used to disadvantage of the former client. If 
the lawyer or law firm does possess such information, then it must decline the 
representation. 

As mentioned in previous surveys, firms can take several risk management 
steps to avoid violating conflicts:

	 a.	 Implement robust conflict checking procedures to identify potential 		
		  conflicts of interest before taking on new clients or matters. A carefully 	
		  maintained and current conflict checking system can prevent an 		
		  otherwise innocuous malpractice claim from looking much worse. The 		
		  very fact that a conflict can be associated with a malpractice claim 		
		  makes the defense of the lawyer’s claims much more of an uphill battle. 

	 b.	 Provide regular training to lawyers and staff on conflict-of-interest rules 	
		  and the importance of thorough conflict checks.

	 c.	 Prospective lateral hires should provide their future firm with a listing of 	
		  all files he or she has worked on. 
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• Train. Inform employees and vendors of proper security procedures, teach 
employees what to look for, and periodically update data security policies. 

• Prevent. Simple steps law firms can take to prevent a breach include: Use strong 
passwords of at least 12 mixed characters; use encryption to protect laptops, 
backup media and thumb drives; standardize desktops with firm-issued-only 
software; secure servers in a locked rack and storage room; use of a single 
integrated product to deal with spam and viruses by small firms and solos; apply 
critical patches in a timely manner; immediately eliminate all network access for 
terminated employees and cancel their IDs; take care when using wireless 
hotspots; and use a VPN or other encrypted connection for remote access. 

• Organize. Create a response team to implement a plan of action when a breach 
occurs. The team should be multi-disciplinary and the plan should include 
procedures to promptly identify and repair the breach, investigate the cause, 
analyze the implications, and notify the necessary parties. 

• Insure. In the wake of so many cyber-breaches, cyber-liability insurance should be 
considered a critical component of every law firm’s risk management portfolio. Keep 
in mind, however, that all cyber-insurance policies are not identical. Consider the 
scope of coverage and exclusions under a cyber-insurance policy, including whether 
the policy covers costs related to lawsuits, regulatory and internal investigations, 
notifications to affected consumers, public relations management, credit monitoring, 
statutory penalties, and income loss. 

6) Claims that include alleged violations of the Rules of Professional Conduct on 
the rise.  

This year, insurers were asked to estimate the percentage of their legal malpractice 
claims, which also involve allegations by the plaintiff that the insured firm violated the 
Rules of Professional Conduct. More than half the insurers found alleged violations in 10 - 
50 percent of all legal malpractice claims. Most allegations involved conflicts of interest. 

Despite the fact that there is no private cause of action for a breach of the rules, plaintiff 
attorneys are using this added allegation as a tool for settlement and to hold a law firm’s 
feet to the fire. It certainly makes a colorable claim more difficult to defend as adding an 
allegation against an individual lawyer changes the dynamic of how the case is handled. 
Notably, alleged violations of professional conduct can drive a wedge between the firm 
and its attorneys; when the plaintiff goes after individual lawyers, it tends to “raise the 
ante” in the case, as well as the defense costs. 
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	 d.	Use conflict checking software to efficiently and accurately identify 		
		  potential conflicts.

	 e.	 Establish procedures for obtaining informed consent from clients when a 	
		  conflict of interest is identified and seek waivers where appropriate.

	 f.	 Develop a process for timely and thorough conflict resolution, including 	
		  procedures for withdrawing from representations when conflicts cannot 	
		  be effectively managed.

	 g.	Conduct regular reviews of the firm’s conflict management processes 		
		  and update them as needed to address emerging risks.

5)	What is keeping Legal Malpractice Insurers up at night? 
We asked the legal malpractice insurers what was keeping them up at night and 
why. Not surprisingly, their responses included some recurring themes. Cyber 
and AI risks; fraud; lateral hiring and mergers; and attorney well-being topped 
the list.

A) Cyber and AI Risks: Nine out of the 13 insurers polled stated they were 
seeing an increase in cyber-related legal malpractice claims. Meanwhile, despite 
AI being a top line concern for the majority of the insurers we polled, only 
one insurer had seen an AI related legal malpractice claim whereas all of the 
insurers have seen an increase in cyber related legal malpractice claims. 

Most insurers view AI as a benefit to the legal industry based on its ability to 
save time and reduce costs while cutting down on errors. The significance of AI 
tools for law firms cannot be understated as they could change almost every 
aspect of how a firm may operate and conduct business. 

For example, while an experienced contract lawyer already knows how to 
find obscure clauses, it can’t hurt to have an AI “assistant” looking over the 
attorney’s shoulder, finding clauses the attorney may have missed. Incorporating 
AI technology can empower firms to run more efficiently and economically by 
automating many tasks currently performed by employees (such as bill and case 
document review). AI can not only automate and streamline manual, error-
prone tasks but also augment how employees work which allows them to focus 
on higher value tasks. AI is not a single technology, but language modeling, a 
subset of generative AI analyzes bodies of text to provide word predictions and 
model language. It is no surprise that a profession focused on language, such as 
the legal profession, would quickly fall within its grasp.  

Despite all of the potential benefits of AI for the firm’s bottom line, there is 
some apprehension on the potential for privacy breaches as lawyers start to 
use generative AI to help answer a specific legal question or draft a document 
specific to a case. 

A law firms’ risks of using AI, however, are quite similar to the risks 
surrounding a firm’s cyber and network security. Attorney-client privilege and 
work product protections still apply for data processed by AI, so lawyers must 
maintain confidentiality and prevent improper disclosure. When entering data 
into machine learning systems, lawyers may want to consider only providing 
anonymous or redacted documents.
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• Train. Inform employees and vendors of proper security procedures, teach 
employees what to look for, and periodically update data security policies. 

• Prevent. Simple steps law firms can take to prevent a breach include: Use strong 
passwords of at least 12 mixed characters; use encryption to protect laptops, 
backup media and thumb drives; standardize desktops with firm-issued-only 
software; secure servers in a locked rack and storage room; use of a single 
integrated product to deal with spam and viruses by small firms and solos; apply 
critical patches in a timely manner; immediately eliminate all network access for 
terminated employees and cancel their IDs; take care when using wireless 
hotspots; and use a VPN or other encrypted connection for remote access. 

• Organize. Create a response team to implement a plan of action when a breach 
occurs. The team should be multi-disciplinary and the plan should include 
procedures to promptly identify and repair the breach, investigate the cause, 
analyze the implications, and notify the necessary parties. 

• Insure. In the wake of so many cyber-breaches, cyber-liability insurance should be 
considered a critical component of every law firm’s risk management portfolio. Keep 
in mind, however, that all cyber-insurance policies are not identical. Consider the 
scope of coverage and exclusions under a cyber-insurance policy, including whether 
the policy covers costs related to lawsuits, regulatory and internal investigations, 
notifications to affected consumers, public relations management, credit monitoring, 
statutory penalties, and income loss. 

6) Claims that include alleged violations of the Rules of Professional Conduct on 
the rise.  

This year, insurers were asked to estimate the percentage of their legal malpractice 
claims, which also involve allegations by the plaintiff that the insured firm violated the 
Rules of Professional Conduct. More than half the insurers found alleged violations in 10 - 
50 percent of all legal malpractice claims. Most allegations involved conflicts of interest. 

Despite the fact that there is no private cause of action for a breach of the rules, plaintiff 
attorneys are using this added allegation as a tool for settlement and to hold a law firm’s 
feet to the fire. It certainly makes a colorable claim more difficult to defend as adding an 
allegation against an individual lawyer changes the dynamic of how the case is handled. 
Notably, alleged violations of professional conduct can drive a wedge between the firm 
and its attorneys; when the plaintiff goes after individual lawyers, it tends to “raise the 
ante” in the case, as well as the defense costs. 
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Any breach of or failure to secure private information can cause havoc for 
a law firm. The reality is that law firms may accidentally share confidential 
information with third parties, such as a platform developer or other users 
of an AI platform without even knowing it.  Likewise, law firms are big 
targets for hackers due to the highly sensitive information of clients held 
in their computer systems. As such, law firms are required to prevent data 
breaches and provide notice when confidential information is compromised. 
Unless law firms start paying more attention to the threats associated with 
AI and cybersecurity breaches, lawyers and law firms are at increased risk of 
malpractice.

Each of the 50 U.S. states has security breach notification laws that require 
affected individuals to be notified if there has been unauthorized access to 
certain types of personally identifiable or protected information. 

Several ethics rules in the ABA Model Rules apply specifically to the protection 
of client information, including competence (Model Rule 1.3), communication 
(Model Rule 1.4), confidentiality of information (Model Rule 1.6), supervision 
(Model Rules 5.1, 5.2 and 5.3), and safeguarding property (Model Rule 1.15). 

Competence: ABA Model Rule 1.1 Comment 8 requires lawyers to 
maintain the requisite knowledge and skill to be competitive and “keep 
abreast of any changes in the law and its practice,” including the benefits 
and risks associated with relevant technology. This includes understanding 
AI enough to understand any risks it may pose to their clients and their 
practice. Under this rule a lawyer cannot evade responsibility by claiming 
to lack knowledge about how the AI system generally operates or how 
its conclusions are reached. Firms should take measures to appreciate 
the operative security policies of the AI system it is using, including any 
encryption technology and the extent to which documents are retained and 
how long they are preserved. 

Communication: ABA Model Rule 1.4 applies to attorneys’ use of 
technology. It requires appropriate communications with clients “about the 
means by which the client’s objectives are to be accomplished,” including the 
use of technology. It requires keeping the client informed and, depending on 
the circumstances, may require obtaining “informed consent” about use of 
technology. It requires notice to a client of a material loss or compromise of 
information relating to the client.

Confidentiality: ABA Model Rule 1.6(C) offers some reminders on 
the duty to maintain attorney-client confidentiality and shield sensitive 
information from unintended recipients (e.g., by using encryption or cloud-
based security). Attorneys must prudently contemplate how their client’s 
information is being obtained, dispersed, stored, and destroyed. Consistent 
with how the ABA has regarded the way firms have traditionally used 
research tools by inputting their client’s information into databases such as 
LexisNexis or Westlaw, Model Rule 1.6(C) stipulates that firms must “make 
reasonable efforts to prevent the inadvertent or unauthorized disclosure of, 
or unauthorized access to, information relating to the representation of a 
client.” 

Supervision: ABA Model Rules 5.1 and 5.3 state that attorneys have a 
duty to supervise lawyers and non-lawyers working with them. Attorneys 
should ensure that those in their organization using AI understand the 

• 5 • 

 

 

Insurer Survey 

• Train. Inform employees and vendors of proper security procedures, teach 
employees what to look for, and periodically update data security policies. 

• Prevent. Simple steps law firms can take to prevent a breach include: Use strong 
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6) Claims that include alleged violations of the Rules of Professional Conduct on 
the rise.  

This year, insurers were asked to estimate the percentage of their legal malpractice 
claims, which also involve allegations by the plaintiff that the insured firm violated the 
Rules of Professional Conduct. More than half the insurers found alleged violations in 10 - 
50 percent of all legal malpractice claims. Most allegations involved conflicts of interest. 

Despite the fact that there is no private cause of action for a breach of the rules, plaintiff 
attorneys are using this added allegation as a tool for settlement and to hold a law firm’s 
feet to the fire. It certainly makes a colorable claim more difficult to defend as adding an 
allegation against an individual lawyer changes the dynamic of how the case is handled. 
Notably, alleged violations of professional conduct can drive a wedge between the firm 
and its attorneys; when the plaintiff goes after individual lawyers, it tends to “raise the 
ante” in the case, as well as the defense costs. 
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ethical considerations surrounding its use and are properly trained on its 
usage.  

In the interim, there is a growing urgency to tackle AI-specific laws and to 
make sure the ethical standards placed on the legal industry can keep pace 
with the rapid enhancements in technology. Some firms have raced further 
ahead than others in the use of AI tools. In February this year, for example, 
Clifford Chance announced it had partnered with tech giant Microsoft to roll 
out a “holistic suite of AI-powered workplace solutions” across the whole 
firm. According to an interview with Law360, the firm’s chief technology 
officer hoped the tool will help across a variety of tasks such as summarizing 
documents, recording minutes, and drafting emails. 

In summary, legal malpractice insurers do not want to cover AI and cyber-
related losses under the Lawyers’ Professional Liability insurance policy. 
Make sure your firm has a standalone cyber insurance policy that will cover 
both first party and third-party cyber related claims so that your firm isn’t 
exhausting its Lawyers’ Professional Liability Insurance limits and deductible.  
Robust data security isn’t a step above anymore. It’s an essential part of 
funning a law firm.

B) Insurers are seeing more law firms being sued for their 
association with a client’s alleged fraud crimes.
Insurers are seeing more law firms being sued for their association with a 
client’s alleged crimes, rather than their legal advice. Ten years ago, it may 
have been understood that if a client made a decision to pursue a risky 
business endeavor that was the client’s decision. Now insurers are seeing 
more allegations where the basic premise is that the firm should have saved 
the client from themselves. Just last year, bankrupt cryptocurrency exchange 
FTX sued one of its former top lawyers, accusing the firm of aiding fraud 
by company founder Sam Bankman-Fried and silencing whistleblowers who 
reported wrongdoing at the company.

C) Lateral hiring and mergers are a minefield, with plenty of 
opportunity to cause collateral damage to law firms.
According to Michael Ellenhorn, founder and CEO, Decipher Investigative 
Intelligence, “2023 showed a marked uptick in lateral partner risk activity. 
The 46% increase in major red flag activity over 2022 levels is most 
emblematic of a permanently changed lateral market with now-intrinsic and 
alarming risk levels.” Consider the following statistics from the Decipher 
Investigative Intelligence’s 2023 Lateral Hiring Survey, which found that 
the risk profile for major red flags during lateral candidate investigations 
increased sharply from 24% in 2022 to 35% in 2023. This represents a 46% 
increase in major red flag activity over 2022 levels.

	Nearly 10% of Decipher-vetted lateral candidates over the past eight 		
	 months (2023-2024) had an undisclosed malpractice claim.

	47% of Deciphers’ recent survey respondents had a lateral leave due to 	
	 high-risk behavior (towards other partners, staff, or junior attorneys).

		 29% found cultural fit/personality concerns + 10% behavioral issues 		
		  towards others + 8% unethical/illegal actions.
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Decipher also tracked some fascinating differences in trends exhibited by 
2023 lateral partner candidates compared to 2022’s candidate pool:

	While the average years of experience and billable hours between 2022 
	 and 2023 candidates remained similar, candidates in 2023 had, on 		
	 average, two more previous employers, meaning these candidates have 	
	 moved jobs much more frequently than in previous years. 

	Yet, 2023 candidates claimed, on average, a whopping 85% more 		
	 in portable business, either indicating more client loyalty and revenue 		
	 potential or, more likely, inflated or overstated amounts.

	Despite slightly less experience, 2023 partner candidates commanded a 
	 20% higher compensation package, driven in large part by stated 		
	 portable business.

As noted in last year’s survey, firms need to thoroughly vet lateral hires 
before bringing them on board by conducting a careful conflicts screening 
and adequate due diligence to avoid hiring attorneys with a history of 
malpractice claims or ethical violations. Firms should not be so anxious to 
get new business that they fail to examine the potential risks that bringing 
on a lateral hire might have on the firm. 

D)	 Well-being among legal professionals is a big concern for insurers.
Data from the Institute for Well-Being in the Law indicates that the suicide 
rate in the legal profession is ranked in the top 10 among all professions. 
The rate for lawyers is 33% above the national norm. Attorneys are suffering 
from depression, anxiety, and other mental health issues at startlingly high 
rates.  While some firms have taken measures to address attorney well-
being and health initiatives, more needs to be done. Promoting attorney 
well-being requires a holistic approach that addresses the root causes of 
these issues and provides support for attorneys to maintain good health 
and job satisfaction. By prioritizing attorney well-being and cultivating a 
positive and sustainable legal culture, they may also prevent potential legal 
malpractice claims. 

6) Perpetual increase in the cost to defend legal malpractice claims. 
The cost of defending legal malpractice claims continues to increase year over 
year. Among the 13 insurers surveyed this year, 12 indicated defense costs 
increased in 2023 over the prior year. 

		 23 percent said the average cost to defend a claim was over $500,000.

		 38 percent said the average cost to defend a claim was between 		
		  $100,000 and $500,000.

		 23 percent said the average cost to defend a claim was between 		
		  $50,000 and $100,000; and 

		 15 percent said the average cost to defend a claim was between 		
		  $10,000 and $50,000.

The cost to hire defense counsel also continues to rise. Among the insurers 
surveyed, nine of the 13 (nearly 70 percent) reported the rates they pay 
defense counsel increased last year. One insurer saw its rates to pay defense 
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counsel rise more than 10 percent; two of the insurers polled saw it increase 
by 5-10 percent; two of the insurers saw rates rise by 2-5 percent; and four 
saw rates rise by 2 percent or less.

III.	 Conclusion

As law firms look to prevent legal malpractice claims, they need to continually 
update their risk management protocols; require strong vetting of lateral hires; 
and maintain fervent oversight. Understanding the frequency and severity of 
legal malpractice claims, how errors occur, and the practice areas that most 
often cause claims can provide firms with invaluable insights into where to 
invest their time and resources. 

Building and maintaining a core risk management program requires ongoing 
focus and attention. This investment, however, should decrease the number 
of potential and actual legal malpractice claims and allow for better insurance 
pricing and coverage terms for the firm’s Lawyers’ Professional Liability 
Insurance program.

New category introduced in 2017 survey.
For 2013 - 2015, the category was defined as “greater than $500.”

1.
2.

Average Hourly Rate Insurers Pay Defense Counsel
Hourly Rate
$550 or greater1

$501 - $5501

$501 or greater2

$401 - $500

$301 - $400

$251 - $300

$201 - $250 

$150 - $200

2021
2

1
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1

2

3

2

0

2020
2

0

-

1

3

3

2

0

2019
2

1
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0

4

1

2
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1
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0

2

4

2
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0
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0
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2
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1
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0
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3
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5
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0

2023
2

0

-

2

1

5

1

0
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